
February 3, 2010

VIA ELECTRONIC COMMENT FILING SYSTEM (ECFS)

Ms. Marlene H. Dortch
Office of the Secretary
Federal Communications Commission
445 12th Street, SW
Suite TW-A325
Washington, DC 20554

RE: EB Docket No. 06-36 - CPNI Certification and Accompanying Statement

Dear Ms. Dortch:

On behalf of W. T. Services, Inc. d/b/a Panhandle Paging, please find the attached annual
CPNI certification and accompanying statement which is being filed pursuant to Commission
Rule 64.2009(e).

Should you have any questions or need further information, please contact me at (512) 343­
2544.

Sincerely,

~
Jean Langkop
Authorized Representative of
W. T. Services, Inc. d/b/a Panhandle Paging

JL/pjf

Attachments

cc: Best Copy and Printing, Inc (via email FCC@BCPIWEB.COM)
Mr. Thomas A. Hyer, W. T. Services, Inc. d/b/a Panhandle Paging



I\·1arlcnc H. Dortch, Secretary
Fedeml Conullunications Commission
Office oftbe Secretnrv

"445 12th Street, S\V
\Vashington, DC 20554

Arunud 47 C.li'.R. § 64..2009(c) CPNI Certification
ED Docb:ct 06~36

Annual 64.2009(e) CPNI CertU1cation for 20 i 0 covering the prior calendar yea.r 2009

Date ofexecution: I-"ebrnary 2t 2010

Name of Company covered by this certification: \-V.T. Ser\rices, Inc. d/b/a Panhandle Paging

Form 499 Filer ID: 803043

NWl1e Officer signing: Thomas A. Hyer

Title ofOfficer signing: I)rcsidcnt

i, TbollUlS A, H)'cl', cerdf}~ that 1 am an officer of the Company named above, and
all agent. of the Company, that I ha\~e personal k.no\vledge that tbe Company has

establisbed opcrati.ng procedures that are adequate to ensure complbutce \\'1tl1 the Commission's
CPNI rules. See 41 C.P.R. § 64.2001 et self.

Attached to this certification as Exhibit 1 is an acco.fupanying statement explaining how
the Company's procedures erlsure that the Company is in compliance with the requirelIl.ents set
Ibrth in section 64,2001 el seq. of the COltunission's rules:

The Company has not tl:~ken any actions (proceedings instituted or petitions filed by a
company at either st~de com,mission, the court system, or at ,the Comtuission against data
brokers) against dllUl brokers in the palilt year.

Company 11m; not received any customer complaints in the past year concerning the
unlluthorized release ofCPNL

Signed~--..;~ _

The compat'l)' represenL~ al1d \varrants that the above certification is consistent with
,R, § 1,11 which requires truthful and accurate statements to the Conlmission, The

company also acknowledges that fbJoo statements and misrepresentations to the Commission are
punishable under Title 18 of the U,S, Code and may subject it toenrorcemellt action,

tc: Best Copy and Printing~ Inc.



Exhibit I
\V. T, SEHVICI~S! INC. d/b/a PANHt-,\.NDl.,E PAGINO

s'r..\l'J~l\nCNT EXPLAINING 1-10\" THE COi\illl)ANV'S OPERATING PROCICDURES
ENSURE COMPJ,JIANCl~ \VITH THE FCC'S CPNI RULI~S

I. Customer l"ropl'ichu1' Ncnvorl<t Infurmntion (UCPNI")

ePNI b detl11ed in Section 22.2(1) of the Communications Act as (A) inforrnadon that relates
to the quantity, technical configuration, type, destination, and amOUllt of use of a
telecommunications service subscribed to b}' any customer of a teJecmnmunic'ltions carrier,
and dimt is made available to the canier by the cust01l1Cr solely by virtue of the carrier­
customer relation.ship; and (8) intbnnation comained in the bills pertaining to telephone
exchange or telephone toll service received by a customer of a carrier (except that
ePNl does not include subscriber list infonna.tion),

Generally, CPNI includes personal infonnation regarding a consurtu:r's llse of his or her
telecommunications services. CPNI encompasses iltfomlati<m such as: (a.) the telephone
numbers called by a co:t1.!<iumer; (b) tbe telephone numbers calling a customer;. (c) the time,
location and dUl'ationot a consumer's outbound and inbound phone calls, and (d) the
teh~communications and information services purchased by a consumer.

detail infomu~tion (als~') knO\V11 as "caU records") is a category of CPNI that is
pautlculady sensitive from a pdvac}' standpoint and that is sought by p.retexters. hackers and
other unauthorized entities for iUcgitimaic purposes. Call detail includes any information
that pertains to the transm.ission of a specific telephon'ccaU, including the numbercaUed (for
outbound cans), the number fr(un "'thleh thecaU was placed (for inbound cans). and t.he datet

time. location and/or duration of the call (tor all calls),

II.• Use lind Uisclosurc ofCPNI Is Restricted

Company recognizes that CPNi includes information tllut is personal and individually
identifiable. and that privacj' concerns have led Congress and the FCC to inlpose l'estrictions
upon its use and disclosur,c. and upon the provision of access to it individuals or entities
inside and outside fhe Company.

The Compan)' has designated a CPNI Compl.iance Officer \\'no is responsible for; (l)
communicating with the CompiUliy's attorneys. andlor consultants regarding CPNI
responsibilides, requirements and restrictions; (2) supervising the tr~lilling of Company
employees and agents who use t)1' have access to CPNl; (3) supervising the disclosure,
distribution or access to the Compan),1s CPNI by independent contractors and Joint vertture
p8rl.ncr5; (4) maintaining records regarding the use of CPNI in marketing campaigns; and
receiving. reviewing and resol'ving questions or issues regarding disclosure. distribution
or provision ofaccess to CI1Nl



Com:p81l)' employees and agents that nulY deal 'with CPNI have been intbnlled that there are
substantial federal reslridkms upon CPNI use, distribution and access. In order to be
authorized to use or access the Compant's Cl'NI, employees and agents must rc<ccive
training 'with re:spect to the requirements of Section 222 oftne ComIllUnicatiol'ls Act and the

ePNI Rules (Subpart U ofPar164 ofthe FCC RUles).

(3·efore an agent, independent contractor or joint venture partner Ula)' receive or be ~\llo\fI,"ed to
access or use the Company's CPNJ, the agent's, indcpeJ:ldent contractor's or joint venture
partner's agreement with: the Compan,y must contain provislons (or the Company and the
agent, independent contractor or joint venture partner must enter into an additional
conildenthdity agreement .",,'hlch provides) tbat: (a) tbe agent, independent contractor or joint.
venture partner may use the CPNI onI)' for the purpose foli' which the CPNI has been
provided; (b) the llgent, independent contractor or joint venture par111el' may not disclose or
distribute the CPNII(l, (l1' allow access to the CPNI b)fj an)' other party (unless the agent,
independent contractor or joint venture partner is ex.pressly and specifically required to do so
by a court. order); and (e) the agent, independent contractor or joint venture partner must
implement appropriate wld specUlc sa17eguards acceptable to the Company to ensure the
ccmfidentiaJity oCthe Compan)"s CPNL

III. l)rotectiol1 oferNI

l. The Compan)' may, after receiving an appropriate written request from: a customer,
disclose or provide the customer's CPNI to the customer by sending it to the customer's
address or Any and aU such cust.omer reql~ests: (1) 11lusl be made hl writing; (2) must
include the customer's correct bUl.ing llame and address and telephone number; (3) must
spe,c:ify exaotl.jf what type or tYJJCS of CI'NI must be disclosed or provided; {4} must specif)1

time period for '"'II11icl1 the CPNI must be disclosed or provided; and (5) must be signed b)f
the customer, The Company win disclose CPNI upon atlirmative \vritten request by the
customer to any person designated b}~ the customer, hut only after the Companil cans the
customer's telephone number of record and/or sends a l1otitlcation to the cus,tomer's address
of record to vcdr), the accuracy of this request,

2, 'fhe Company ''Nut provide a customer's phone l'ecords 'l}fother CPNI to a law
enforcclnent agexlcy acel,)rdance \vilh appUclithle legal requirements,

Since December 8, 2007, the Compal1)/ retains aU customer [,Jasswords and '!sbared
hA,~;..".n questi{m~ans\\'ercombinations in securefil.es that nUlY be accessed only by nuthorized
Company empl'l)fees who need such information in order to authcnticute tbe identity
customers requesting call detail information over the telephone.

December 8, 2007~ COlllpanj" employees authenticate aU telephone requests for
CPNI in the same manner v;,'llC~ther or not the CPNI consists of caU detail information, That

Compan)" employees must: (a) be furnished the customer"s prc~estabn.shed password (or
correet answers to the back-up "shared secret"! combinations); (b) send the requested
inform.ation to the customer's postal 01' electronic "address of record" det1nltioll above);"



or (c) call the customer back at the customer's ·;'telephone number of t'ecordn (see definition
above) with the requestedhlfornmt1oll,

5. If a customer subscribes to multiple services offered by the Compa11)" and em affiliate. the
Cmnpan)' is pennittcd to share the customer's CPNI regardi.ng such services with its affiUate.
If a customer does not subscribe to any telecommunications or non-telecommunications
services offered by an af1"iUate. the C01111UU1Y is not pemlitted to share tbe custoll1cr's CPNI
with affiliate withm,lt the customer"s consent pursuant to the appropriate notice and
approval procedures. set forth ill Sections 64.2007. 64.2008 and 64.2009 of the FCC's Rules.

6. When an existing customer caUs the Cmnpan)' to inquire about or order new, additional or
modified services (in-bound marketing)~ the Company may use the c;ustomer~s CPNI other
than call detail CPNI to assist the customer for the duration of the customer's call if the
Company provides the customer with the oral notice required by Sections 64,2008(e) and
64.2008(f) ofd1e Rules and after the Company authentic,ates the eustmner.

Since December 8~ 2007, the Company discloses o·r releases call detail infonnation to
customers during customer-initiated tcl.ephone contacts onl}' \vhen the customer provides a
pre-esu~bHshed pnssword, If the customer does not provide i.lI. pmls'\!f,'Ol'd t can detail
infom1ation is released only by sending it to the customer's address of record, or by the
carrier calling the customer at the telephone number of record. If the customer is able to
provide to the Compan)" du.ring a customer..initiated telephone call, aU of the CilH detail
infol'tttadon n.ccessary to rlddress a custmner service issue (i.e., the telephone nUlnber callcd,
\\'hen it ,vas eaBed, and,if applicable" the ammult charged for thccail) without Company
assistance, then the Company 111ay take routine customer service actions related to sucb
information, (Ho\lI,.'c\'cr, ;under this circumsttlllCe, the Company ma)' I10t disclose to the
custtlmer any caU detail information about the customer account other than the caU detail
Information that the customer provides without the customer first providing a password.)

7. The Company has adopted a policy that it does not and ,,,,,,m not usc, disclose. or permit
mzcess to CPNI in eonnection \vitli Company-initiated nlm:keting of services to which a
custmner docs uotalrcady subscribe from the Company (out~bound marketing).

8. Th.e Compan)' l'uaintains appropriate paper and/or electronic records that allow its
employees:, independeut contractors mld joint venture partners to clear!)! establish the status
of each custOluer's Out-out a!ld!or 01't~rn approvals (if any) prior use of the customer's
CPNl These records include: (i)the date(s) ofany and aU of the customer's deemed Opt"out
apPl~(}Vals and/or ()pt~i.n approvals; together \vith the dates of an)' modifications or
revocations of such approvals; and (ii) tbe t}'pe(s) of CPNI use, access, disclosure and/or
distribution appl'O\'cd by the customer.

9. Before a customer's CPNI can he used in an out-bound marketing activity or campaign,
the Company's records must be checked to determine the status of the customer's CPNI
approval. Cm:llpany employees. independent contractors and joint venture partners are



required to flotU), the CPNl CompHance Offl.cer of any accesst accuracy or securityprobJems
they encounter witb respect to these records,

If ne\v, add'itionaJ or extended approvals are necessary, the CPNI Compliance Oflicer will
determine ""hethel' the Company's "Opt-Out CPNI Notice" or "Opt..}n CPNI Notice" must be
used with respect tel various proposed m,d-bound marketing activities,

10, The CJ>NI CompUnnc:e Officer ""'ill maintain a record eachout..bound marketing
nctiviti' or campaign, inc&uding: (1) a description of the campaign; (if) the sp,eeific CPNI that
was used the c:a.nlpaign; (iii) the date and pUl1'0SC of the campaign: and (iv) what products
and services \,~crc offered as part of the canlpaign. TIlls rec,ord sball be maintained for a
minimum ofone year,

1L The Company'semplo}'ees and billing agents nUlJ' USe CPNI to initiate, render~ bin and
collect telecommunications services. The Compan)' ma)' obtain inforrru:ttion from new or
existing customers that may constitute CPNI as part of applications or requests for new,
addit1()md 01' u'lodificd services. and its emplo)'ees and o,gen.ts mllY use such customer
iutbmmtion (without further customer approval) to initiate and provide tbe services.
Likewise, the Compo,n)"s emplo)'ccs: and bining agents may use c:llslomer servic,e and calling
records (\\lithout eustOl'l:1cr npprova.l): (a) to hilt customers for services rendered to them; (b)

invesUgat,e and resolve disputes \\'lth customers regarding their bills; and (e) to pursue
legol~ arbitration, or other processes to collect late or unpaid bms from customers.

i The Company!s employees and agents may use CPNI \\tithout custOn1.er approval to
pr{}l.ect the Company's rights or property, and to protect users and other carriers from
rmudulel1t~ abusive or illegal usc of (or subscription to) the telecommunications from
which the CPNI is derived,
Because allegations and illvesdgadons of fraud, abuse and megal use constitllte very
sensitive matters~ an}" access1 use, disclosure or distribution of CPNI pursuant to this Section
must be eKpre.ssly appro\ted in advance alld in '''Titing by the COmpIUl)'!S CPNI Compliance
Omcer,

1 1'he Company!s enlploj'ces, agents, independent contractors and joint venture partners
may NOT use CPNI to identify or track custonters who have made caUs to, or received cans
from, competing carriers, Nor nUlY the CoulpanfsemphJ)'ecs, agents. independent
contractors orjoint venture pm:1tters use or diselose CJlNllor personal reasons or profit,

14, Campan)' poHcy mandates that mes containing CPNI be mahltai.ned in a secure manner
such tbat the)'cannot be uscd, accessed, disclosed or distributed by unauthorized individuals
or in an lUuluthori1.cd manner.

1 Paper files containing CPNJ are kept i.n secure areas, and 111Uy not be used, removed, or
copied in an unauthorized manner.



16. Company emplo)'ees~ agents. ind.ependent contractors llnd joint venture partners are
required to notify the CPNI Compliance Officer of any access or security problems they
encounter with. respect to files conulinhlg CPNI.

1 The Compally may permit its cust{:mu~rs to establish onHne aCetlunts, bu.t must require an
Ilppropriate password to be furnished by the customer before lle or she call access any CPNJ
in his or her online account. Since December 8, 2007, passwords lllay NO'f be based upon
readU}' obtainable biographiea.l infomtation the eust\.l111lcr's nmne, motber"s maiden
mune, social security nUlllber or date of birth) Of account information (e,g., tbe customer's
telephone number or address)..

18. Since Decembei'S, 2007,customers may obtain an initial or replaceluent password: (i) if
they C(Hne in person to the Company's business offlce~ produce a dri.'llcr's license, passport or
other govenuncllt-issued· identification verif)ting their identity! and correctly ans\\'er certain
questions regarding their service and address; or (Ii) thc)'call a .specified Company
telephone munber from thei.f telephone n.llmber of record, and then wait at that number until
a Company representative calls then1 back and obtains correct answers to c,ertain quesdon.s
regarding their and l!l.ddress.

19. Since December S. 2007, the Company ,!'"m notify customers i.mmediatcJy
changes in their accounts that may affect privacy or security matters.

certain

a. The types ofchanges that require immediate notification include: (a) change or request
for change of the customer!s password; (b) change or request for change of the
customer~s address ofretord; change or request for chtmge of any signit1canl element
of the customer"s online account; and (d) a change or request forc:hange to the
customer's responses with reSllect to the back,up means of authentication fOf lost or
forgott.enpass~\!ords,

b. llu~ notice may be provided by: (a) a Company call Of voiccmaH to the customer"s
telephone number of record; (b) a Company text mc.ssngc to the customer's telephone
number of record; or (c) a \\'l'ittCl1 notice mailed to thccustorncr's address of record (to

customer's prior add.ress of record if the cban.gc includes a cbange in the custolTlcr'S
address of record).

c, The notice must identify only the gener'd.1 t)'peof change and must not reveal the
changed information.

d. 'nlC COIupany !employee or ngem sending tbe notice must prepare and. furnish to tbe
CPNI C0f11plianc:e Omeer a l:11emOmndUJ11Containing: (a) the nan1e, address of record,
and telephone number of record of the customer 11Otified; (b) a copy or the exact \~lording

of the tcxt message, ""'Tttten notice, telephone message or voieemaU message comprisl.ng
the notice; and (e) tbe date and time that the notice 'was sent.



20. Sinee December 8,2007, t'he CO'l'npnu)' must provide an initial notice to Inwenforcclnent
and a subsequent notice to the custoll1cr if u security breach results ill the disclosure of the
customer's Cl~NI loa third party without the customer's authori111tion.

a. As soon as practicable (and in no event more than seven (7) days) after tbe Campan)'
discovers that a person (without authorization Of exceeding .authorizatum) has
intentionally gained u.ccess to, used or disclosed CPNJ, the Company must provide
electronic notification of such breach to the United States Secret SCI"Ii'ice and to the
Federul Bureau of Investigation via a central reporting facUlty accessed through a link
maintained 'OJ' the J~CC at http://\:\,,\vwJ'cc,gov/eb/eI2ni.

21. Since December 8, 2007, the Company will provide customers \\lith access to CPNI at its
retail locations if the custouler presents a valid photo ID and tbe valid photo 10 rmnches the
nimiC:: on the account.

Since December 8, 2007,tb.e Company takes rea.so1'lablc mcasttrcs to diseovel' and protect
against activit)' that is indicative of pretexHng including requiring Compi:liny clllployees,
agents! independent contractors and jOhl! venture partners to nodfy 11'1(.':; CPNI Compliance
Officer immediately by voice, vo·ic.em.aU 01' email of: (a) an)' suspicious or unusual call
requesting II customerls call dctan information or other CPNI (including a caU \\'here the
caller furnishes an incorrect password or incorrect answer to one or both of the "shared
secret" questioll-answercombinations); (b) any suspicious or ullusualaUenlpt by an
individual change l;l customer's pllss,,,'ord or account information (including providing
inadequate or inappropriate identification or hlcorrec.t "addl'CSS 01' reeordt Hteleplmnc
number of record" or other significant service information); (0) any nndall disc<wered
instances where access to tbe COmpanjf~ s electronic files or databases containing passwords
or CPNI was denied due to the provision of incorrect 10glns aod/c.r passwords; and (d) any
complaint b)t a customer of unauthorized or inappropriate use or disclosure of his or her
CPNI. The CPNI Compliance Officer ",liB request further informatio.n in \\ttitIng, and
investigate or .supervise •• the investigation of, any incident or group of incidents that
reasonably appear to entail pl-etexting,

IV. CPNI COml)Uan~e Offi~(lr

In addition to the speeific matters l'equired to be revic\vcd and approved b)t the Compan)"s
CPNI Compliance Officer, employees and llgents~ independent contractors and joint venture
partners are strongly encouraged ttl bring any and aU other qm::stions, issues. or uncertainties
regarding the use, disclosure, or access to CPNI to the attention of tbe COtl1ipan)"s CllNJ
CompHance Officer for appropriate investigation, revhmt and guidance, The extent to which
a particular employee or agent brought a CPNI matter to the attention of th.e CPNI
Compliance Officer and received approprin.te guidance is a material consideration in any
disciplinary action brought agnirlst the empl.O!lee or agent for 1l1tlpenl1issible use. disclosure
or access to CPNI.

V. DiscipJinnry l)roccdures



Company has informed its employees and agc.llts~ independent contractors and joint
venture partners thnt iI considers compliance with the Communications Act and FCC Rules
regarding the usc! disclosure, and access to CPNI to be vct'}' important.

Violation by C01l1pn.nyemplo)'ces or agents of such CPNI requirements wm lead to
disciplinary action (including remedial training~ reprimands, unfavorable perfomlance
reviews. probation. and termination), depending upon the circumstances of the violation
(including the severity of the violation, whether the viohltion \\'as a first time or repeat
violation, '!,,,,'hemer appropriate guidance ',,'as sought or received from tbe C)NI CompUance
Offiec.r, and the extent to ",\/bieh the violation \\'IlS or was not deliberate or malicious).

Violation by Company independent contraclors or joint venture partners of such. CPNI
rcquirernents win lead prompt disciplinary action (up to and including remedial tmining
and termination oftlle contract).



Exhibit 2:

,\E. T. SERVICI~S, INC. lllb/n lliANHANDLE PAGING

STATEMI~NTOF ACTIONS TAKEN AGAINST DATA 11ROKERS

A, During Calendal' Veal' 2009, the Company has instituted the f<lUo\'ving proceeding, or med
the following petItions, against data brokers before the Federal Communications
Commission:

NONE

B. Duri.ng Calendar Year 2009, the COll1pan}' has instituted the foHowing proeeeding, or fUed
the folh:nving petitions, against data brokers before the I'ublie Utility CommJssiou of Texas:

NONE

During Calendar Year 2009, the Company lUIS instituted the following proceeding, or filed
the fo,1I,)'\\'ing petitions, against data brok.ers before the foUo'wing federal or state courts:

NONE



Exhibit 3

\V. T. SERVlCES, INC. dibhl PANHANDLE PAGING

SUl\'IMARY OF CUSTOMER COMI)LAIN'fS
REGARDING UNAUTHOIUZED RELEASE OF C))NI

A. During Calendar Year 2009, the Company has received the fbllowing number of eustmner
complaints rdated to unauthorized access to, or disclosure of, CPNJ due improper access
b)' Company employees:

NONE

B. During Calendar Year 2009, the Company has received the foHowing number of customer
complaints related to umultbodzed accc;ss to, or disclosure of. CPNI due to ill1proper
disclosure to itldividuals not authorized to receive the inforuu~tion:

c, nuring Calel1dt\f Year 20.09, the Company has rceeived the foUmving number of customcr
comphdnts related to unauthorized access to, or disclosure of: CPNI due to improper alccess
to online inforrnation by individuals not authorized to view the infomul.tion:

D, Dudng Calendar Yenl' 2009, the Company has become aWllll: of tbllowing Ilrocesses that
pretexters are t<) aUempt to access its GPNI:

NONE


